
Keep track of entrances, exits and employees

Manage user permissions in real time

Verify employee access with history reports

Protect critical data with cloud-based solutions 

Restrict unauthorized access to sensitive areas

REDUCE INTERNAL AND EXTERNAL THREATS
WITH CRITICAL ACCESS CONTROL SOLUTIONS

7 74% of U.S. IT professionals believe the use of unauthorized 
programs resulted in about half of their companies' data loss 
incidents.

6 Roughly 2 out of 5 organizations do not safeguard the 
security of their premises.

5 U.S. organizations have the highest average cost of cyber 
crime worldwide: $17.36 million.

SECURITY AND CORPORATE DATA RISKS

4 Access control can reduce risk mitigation costs by up to 15% 
compared to mechanical keys and locks.

3 Unauthorized physical and network access accounts for 46% of 
data loss incidents among midsize and enterprise businesses. 

2 41% of all U.S. business are concerned about theft and loss of 
customer data.

1 Insider attacks cost U.S. enterprises $40 billion in damages.

COSTLY BUSINESS RISKS AND CONCERNS

INSIDER ATTACKS: THE COSTLY TRUTH ABOUT THE TOXIC WORKPLACE

Sources: 2016 Risk Index, Travelers, with Hart Research Associates | https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/data-loss-prevention/white_paper_c11-499060.html
https://www.scottins.com/top-risk-concerns-businesses-individuals | https://www.virtru.com/blog/enterprise-data-security | 2016 Cost of Cyber Crime Study & the Risk
of Business Innovation, Ponemon Institute Institute | http://www.campussafetymagazine.com/hospital/the_costs_of_crime_and_the_benefits_of_security_technology1/.
Allegion US estimate, Brad Aikin, commercial electronics portfolio leader
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